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1
Decision/action requested

This paper proposes to add security requirements for UE source IP address randomization. 
2
References

[1]
S3-200107
[2]
TS 33.536 living CR
3
Rationale

This contribution proposes to add the security requirements for UE source IP address randomization as described in the companion discussion per S3-200107. 
4
Detailed proposal

It is proposed to add the security requirements to the living CR in TS 33.536[1].

**** START OF CHANGES ****
5.4.3.2
Privacy procedures

The below privacy procedures follows the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 

The UE shall change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.
Editor's note: Privacy of destination ID of groupcast if FFS.
**** END OF CHANGES ****
